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Detecting vulnerabilities in smart contracts is vital for the security and reliability of decentralized apps. To facilitate vulnerability
detection, contract codes, including bug patterns, are represented as heterogeneous graphs with various nodes and edges, like
control-flow and function-call graphs. However, existing graph learning techniques struggle with large, complex graphs. This paper
presents MANDO-LLM, a novel framework that combines heterogeneous graph transformers (HGTs) with large language models
(LLMs) for detecting vulnerabilities in smart contracts represented as heterogeneous contract graphs built upon control-flow and call
graphs. MANDO-LLM uses LLMs to capture code features from control-flow and call data, customizes HGTs to learn embeddings with
specific node-edge meta relations, and employs classifiers for vulnerability detection in Solidity code at both contract and line levels.
Our evaluation shows that MANDO-LLM significantly outperforms existing methods on real-world large-scale imbalanced datasets,
with F1-score improvements from 0.59% to 80.72% at the contract level. It is also one of the first effective methods for identifying
line-level vulnerabilities, with performance boosts ranging from 3.09% to over 95% across different vulnerability types. MANDO-LLM’s
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1 Introduction

Blockchain-based smart contracts have found applications across various domains, including finance, e-commerce,
healthcare, logistics, and law [26]. Any bug or security vulnerability in a deployed smart contract can lead to severe
consequences for both developers and users [7, 13]. As a result, there is a high demand for security assurance techniques,
particularly those for smart contract vulnerabilities.

Various studies have investigated vulnerability detection in smart contracts using conventional software testing,
analysis, and verification techniques [23, 37, 48, 62, 63, 73, 84, 89]. These methods often require specific oracles or
descriptions of the expected or unexpected patterns or semantics of smart contract code for analysis. Unfortunately,
specifying patterns can be labor-intensive and challenging to adapt tools to evolving contract languages and vulnerability
types. Furthermore, the computational complexity of these techniques renders them costly when repeatedly running on
a large set of smart contracts in search of new vulnerability types !. Consequently, a new class of vulnerability detection
techniques has emerged, based on machine learning and deep learning approaches [9, 27, 36, 61, 107, 112]. These
techniques aim to encode various syntactic and semantic code information through syntax trees, control-flow graphs, or
program dependency graphs. They also train automated classifiers to differentiate vulnerable code from non-vulnerable
ones. Learning-based techniques reduce the need for manually specified patterns or specifications, making it easier
to adapt to new code types and vulnerabilities as long as training data is available. However, existing code-learning
techniques often treat nodes and edges homogeneously, neglecting fine-grained differences in node and edge types
and their precise locations in the code’s trees and graphs. They also ignore the semantics of the corresponding code
snippets, which are critical attributes of each node on the global graph. This results in inadequate learning and low
detection accuracy especially for identifying security vulnerabilities at the fine-grained line level.

The previous work MANDO-HGT [68] partially mitigated the challenges associated with employing the heteroge-
neous graph transformer (HGT) [40] techniques to learn the embeddings of the heterogeneous graphs in smart contract
vulnerability detection. However, this method does not take full advantage of the input source code’s capabilities because
it only exploits graph topologies and meta relations but ignores considering code snippets such as important properties
of nodes. Besides, with the rapid improvements in the quality and quantity of large language models (LLMs) for code
embedding generation, they show the significant availability of effectively representing code snippets [43, 53, 95].
Therefore, we integrate LLMs into our proposed MANDO-LLM method as a potential approach to enhance the overall
performance of its predecessor, MANDO-HGT.

Due to the pre-trained on numerous corpora and tasks, LLMs contain a wide knowledge of programming languages,
which can not only capture both the features of syntactic and semantic information but also understand multiple
programming languages that are indicated by some multilingual code generation models such as CodeGeeX [108],
CodeGen [71]-[70]. Moreover, LLMs can handle unstructured code formats found in online forums or code repositories
Un the context of cybersecurity, vulnerabilities denote particular types of bugs that, when exploited, can result in significant security threats. According
to Decentralized Application Security Project (DASP) https://dasp.co/, all the bug types discussed in this work may be categorized as vulnerabilities;

however, only a limited number of instances of these bug types are actually exploitable. In this paper, we do not distinguish between the two terms and
treat them as synonymous.
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by Zhong et al. [110] while ensuring code security by Wang et al. [93]. We utilize the tokenizer of some LLMs, which
can effectively tokenize various programming languages, including Solidity source code.

Although built as an extension of our previous work MANDO-HGT [68], besides reusing HGT layers as a core
component in our graph neural network (GNN), MANDO-LLM has made some vital improvements, with its main

contributions being as follows:

e Our proposed MANDO-LLM framework features a syntax-based graph generator supported by tree-sitter [88].
This integration offers several advantages, including avoiding version conflicts and reducing the effort to set up
entire projects due to the compiler’s and environment’s independence as its predecessors [66-68].

o MANDO-LLM’s heterogeneous graph generator can easily adapt to other programming languages by providing
a grammar set [39]. This helps to enhance the information contained within the nodes of our generated
heterogeneous contract graphs.

e MANDO-LLM leverages the ability of LLMs to handle effectively unstructured code format to embed the code
snippet inside each node of the generated graphs.

e Due to the vast knowledge of LLMs in both syntactic and semantic terms, the extended information on each
node in the heterogeneous contract graphs, such as structural positions and code fragment representations
based on LLM code embeddings remained during learning processes, MANDO-LLM outperforms all traditional

baselines and state-of-the-art methods.

The rest of the paper is organized as follows. Section 2 describes the background and motivation for the study. Section
3 surveys related work. Section 4 presents our approach MANDO-LLM. Section 5 presents the settings and results of

our empirical evaluation, and discusses their interpretations. Section 6 concludes with future work.

2 Background and Motivation

Motivating Sample Source Code.

Figure 1 (Part A) depicts a snippet of a smart contract written in Solidity, featuring a reentrance vulnerability. Part
B presents the call graph (CG) of the contract, and Part C illustrates a portion of the control-flow graph (CFG) for
the collect function within the given contract. The root of the issue is in line 11, particularly within the statement
msg.sender.call. This control flow allows the collect function to be repeatedly invoked before the deduction of
balances at line 12. Consequently, this arrangement permits msg. sender to receive more values than what is specified
by _am. To effectively identify and address this so-called reentrance vulnerability, it is essential to consider the control-
flow and call relations among msg. sender, balances, and _am. The reentrancy vulnerability often arises from the
incorrect use of IF statements when invoking the msg. sender function (see Section 5.6), which can inadvertently
trigger the smart contract’s fallback function and make it vulnerable. Besides, our heterogenous CFGs and CGs can be
derived from the abstract syntax trees. Thus, the generated graphs do not depend on specific compilers because they
only rely on the grammar and syntax of programming languages.

Motivating Combination of Heterogenous Control-Flow Graphs and Call Graphs. While CFGs represent
the control flows of a smart contract, they still are not able to capture the information outside the individual code
blocks, such as functions or classes. CFGs typically comprise isolated sub-CFGs of individual blocks. To overcome
this constraint and enhance the understanding of the relationship among the code blocks inside a smart contract, we
integrate CGs into CFGs when CFGs assume a pivotal role by establishing edges whenever one code block invokes
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other blocks or external libraries. This fusion of CFGs and CGs creates a composite graph that can effectively capture
more complex code patterns that link up to other control flows outside the current block.

Motivating of Syntax-Based Graph Generator. In prior approaches, MANDO [67] and MANDO-HGT [68]
employed Slither [23] static analyzer tool to generate CFGs and CGs. The approach required the compilation of smart
contracts, which occasionally precipitate version conflicts and the absence of necessary libraries. Even though the tool
helps generate the graphs consistently, it needs more human effort to address compilation-related issues. To address this
limitation, we used tree-sitter [88] instead, a syntax-based graph generation tool to establish CFGs and CGs from ASTs.

Motivating of Using Large Language Models’ Tokenizers. LLMs is a type of language model that demonstrates
remarkable capabilities in understanding programming languages across various tasks, including code generation
from prompts and code explanation due to using massive amounts of data to learn millions or billions of trainable
parameters. The application of LLMs for programming languages has naturally become a prevailing trend. Two main
components play the most critical roles in an LLM: tokenizer and encoder. Tokenizer is the first module of LLMs and is
responsible for splitting the input text into words, characters, subwords, or symbols as tokens. It then converts to token
IDs using a look-up vocabulary table prior to feeding the array of token IDs into the billion weights of LLMs’ encoder
module to analyze the context, emphasize crucial parts, and understand the input’s meaning based on a wide range
of knowledge of pre-trained LLMs. As a result, tokenizers and encoders successfully embedded an input text into a
much larger dimension vector that contains its own context and complex morphology and extends more features since
the vocabulary was pre-trained on massive corpora including a wide range of text from the internet, such as articles,
books, repositories which is necessary for the next downstream tasks such as code generation, code summarization,
vulnerability detection, bug fixing. Through this training process, the tokenizers learn to recognize frequent words,
characters, subwords, or symbols to create a comprehensive vocabulary for flawlessly chunking any given input to the
sequences of token IDs. Consequently, when presented with a code snippet, LLMs can effectively analyze the code and
discern patterns indicative of potential bugs within the provided programs. However, it is still unclear regarding the
extent to which LLMs can assist us in bug identification and the specific types of bugs they can comprehend. In the
scope of this research, we aim to address these questions, focusing specifically on the context of smart contracts.

Motivation for Combining HGT and LLMs. While Large Language Models (LLMs) such as CodeT5 and Starcoder
demonstrate strong capabilities in understanding code semantics, they often lack awareness of a program’s global
structural context, especially for long-range dependencies and control/data flow across functions or contracts. On the
other hand, traditional Graph Neural Networks (GNNs), including our earlier work MANDO-HGT, excel at modeling
structural relationships but treat node content in a shallow way, often relying only on positional or type embeddings.
MANDO-LLM bridges this gap through a synergistic combination: the LLM tokenizer enriches each node in the
heterogeneous graph with fine-grained semantic embeddings derived from raw source code, while the Heterogeneous
Graph Transformer (HGT) models higher-level relationships (e.g., control flow, internal/external function calls) via
dynamically extracted meta-relations. This hybrid architecture allows our model to reason across both the content and

structure of smart contracts, overcoming limitations of prior unimodal approaches.

3 Related Work
3.1 Conventional Bug Detection Techniques

Detecting bugs and vulnerabilities has long been a crucial area of research across various computer science domains,

such as programming languages, systems, cybersecurity, and software engineering. The emergence of increasingly
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Part B

Part C

MY_BANK
CONTRACT_DECLARATION

Defineethod Define_metfrod
- K]

Défine_method ‘

Part A

1 contract MY_BANK

2 function Put(uint _unlockTime) public payable

3 var ace = Acclmsg.sender];

4 acc.balance += msg.value;

5 acc.unlockTime = _unlockTime>now?_unlockTime:now;

6 LogFile. AddMessage(msg.sendermsg.value,"Put');}

7

8 function Collect(uint _am) public payable {

9 var ace = Acclmsg sender]

10 if(a && acc.balance>=_am && now>a
[ if(msg.sender.call.value(_am)()}( ]
2 acc.balance — am;

13 LogFile Add) /e(msg.sender,_am,Collect’)} }}
14

15 function() public payable (Put(0);}

16 struct Holder{
17 uint unlockTime;

Internal_Call
¥

MY_BANK
/ Collect

IF

acc.balance >= MinSum &

acc.unlockTime

v

msg.sender.call.value(_am)()

NEW_VARIABLE

acc = Acc[msg.sender]

acc.balance >=_am && now >

EXPRESSION

acc.balance -=_am

18 uint balance;) External_Call < 3
19 mapping (address => Holder) public Acc: External_Call - \

20 LogLogFile;

21 uint public MinSum = 1 ether;

22 function MY_BANK(address log) public{ \ END_IF e Locril E};RESS:ON .
23 LogFile = Log(log)) ) Log ogFile. lessage(msg.sender, | -
pt () FUNGTION_NAME Node —am,Collect)
25 contract Log { AddMessage @ CONTRACT DECLARATION Node

26 siuct Message(address Sender; siring Data; it Val; uint Time;)

27 Message[] public History; (O FALLBACK_NODE Node A

(@ NEW_VARIABLE Node
EXPRESSION Node

(address _adr,uint _val,string _data) public{ —+ True edge =
o > False edge

31 LastMsg.Time = now; IF Node
a2 LastMsg.Val = _val; — Nextedge
33 LastMsg.Data = _data; END_IF Node

Fig. 1. A sample Ethereum smart contract MY_BANK (Part A), its call graph (CG) (Part B), and a control-flow graph (CFG) (Part C) for
the function Collect. Line 11in Part A is the root cause of a reentrancy bug; the nodes in CG and CFG containing the reentrancy bug
are highlighted with red text.

diverse and complex languages and software systems necessitates the development of bug and vulnerability detection
and prevention methods that are broad in application, scalable, and precise. Concurrently, as smart contracts in
blockchain technology have received increasing popularity and reputation, the topic of vulnerability detection within
these contracts is also gaining attention [4, 19]. Numerous studies have employed traditional program analysis and
techniques from software engineering and security, such as testing/fuzzing [6, 42, 48, 59, 69], symbolic execution
[17, 47, 63, 81, 96], and static/dynamic program analysis [23, 30, 31, 79, 89, 102], to detect specific bugs or vulnerabilities.
For instance, OYENTE [62] employs symbolic execution to explore as many execution paths in smart contracts as
possible, searching for four bug types. HONEYBADGER [87] focuses specifically on detecting honeypot smart contracts
using symbolic execution and heuristic-based analysis, but it is limited in scope to identifying deceptive contracts that
lure users into hidden traps, rather than detecting general-purpose vulnerabilities like access control or arithmetic
bugs. Osiris [86] detects integer-related vulnerabilities in Ethereum smart contracts using abstract interpretation over
control-flow graphs, but it is narrowly tailored to specific arithmetic issues. SmartCheck [84] uses static analysis to
inspect smart contract code against established rules about vulnerabilities and code issues. Sereum [75] is a runtime
monitoring system designed to protect already-deployed contracts from reentrancy attacks; however, it is narrowly
focused on this specific vulnerability class and does not generalize to other types of smart contract bugs. Several other
research efforts [32, 37, 49, 72, 73, 85, 92] leverage formal verification to confirm the safety and functional accuracy of
smart contracts according to certain human-defined specifications [28]. However, unlike our automatic bug pattern
detection method, these security analysis techniques are designed to uncover specific vulnerabilities based on manually
defined patterns or specifications. They often require a tailored implementation of testing, analysis, and verification
algorithms specific to the smart contract language and type of vulnerability. This means their analysis algorithms can
be significantly different, reducing their adaptability for new languages or vulnerability types. While our learning-based
approaches also need specialized front-end code parsing and control-flow graph constructions, the graph-generating
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and graph-learning components in MANDO-LLM remain independent of the languages and can be applied to new

types of vulnerabilities.

3.2 Learning-Based Bug Detection Techniques

Many software programs have explored learning from heterogeneous graphs for software analysis tasks like vulnerability
detection and code search. Much of the prior research has typically either analyzed token sequences of code, data flow
graphs, and control flow graphs for individual functions separately or treated cross-function relations independently
from within-function relations, often due to scalability and design limitations in their methodologies. For instance,
VulDeePecker [58] employs syntax structures and dependency slices to represent programs, utilizing prevalent neural
network models to embed the programs and pinpoint vulnerability patterns for C/C++ programs. VulDeeLocator [56]
builds on this by integrating attention-based granularity refinement to pinpoint line-level vulnerability locations more
precisely. BGNN4VD [10] also leverages combined code representations in abstract syntax trees and control- and
data-flow graphs to learn vulnerability patterns through bilateral graph neural networks for C/C++ programs. Several
other studies have explored varying code representations and learning methods for source code in different languages
[11, 14, 15, 54, 57, 76, 101, 111], with a scant few employing heterogeneous graphs for source code representation [104].
However, most existing approaches have largely been designed for languages other than Solidity and are unsuitable for
Solidity smart contracts.

The DLVA [3] is a vulnerability detection tool for Ethereum smart contracts based on deep learning techniques to
analyze bytecode input presented as sequential data. Notably, when the tool was trained on smart contracts annotated
by Slither [23] static analyzer, DLVA exhibited ineffective performance compared to our manually labeled dataset.

MANDO-LLM and its predecessors, MANDO [67] and MANDO-HGT [68], are pioneering in their consideration of
heterogeneous graph learning that combines control-flow graphs and call graphs, utilizing the learned embedding to
identify vulnerabilities in Solidity smart contracts. Different from all previous studies, our frameworks, grounded in
heterogeneous contract graphs, afford a more comprehensive representation of a smart contract’s syntactic and semantic
information, combining fine-grained individual statements and code lines within each function with cross-function call
relations, facilitating pattern learning and search. Furthermore, they showcase scalability and adaptability to various

vulnerability types.

3.3 Graph Embedding Neural Network Techniques

Some studies have utilized graph neural networks (GNNs) to detect vulnerabilities in smart contracts. Zhuang et
al.[112] transformed the syntactic and semantic structures of each function in smart contracts into a contract graph,
introducing a degree-free graph convolutional neural network besides leveraging expert patterns to comprehend the
normalized graphs and detect vulnerabilities. Additional interpretability is offered by extracting vulnerability-specific
expert patterns for graph encoding [60]. Wu et al., with their tool, Peculiar [100], introduced a pretraining technique
centered on customized data flow graphs of smart contract functions, aiming to identify reentrance vulnerabilities.
Their methods, however, encounter several limitations: the dependency on expert patterns and a graph generator that
only handles certain predefined Major and Secondary functions before graph creation results in less efficient graph
generation process compared to our approaches in our MANDO-LLM and its forerunners, MANDO [67] and MANDO-
HGT [68]. Furthermore, using predefined patterns restricts them to detecting only two specific bugs, Reentrancy and
Time Manipulation, in Solidity source code. In contrast, our frameworks employ a heterogeneous graph structure,

enabling a more general and flexible exploration of various vulnerability types without needing predefined patterns.
Manuscript submitted to ACM
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Other studies leverage different forms of embeddings, whether in code snippets or generated graph/tree structures.
For instance, SmartEmbed [27] uses serialized structured syntax trees, training word2vec, and fastText models to detect
vulnerabilities. SmartConDetect [46] views code fragments as distinct token sequences and employs a pre-trained BERT
model to identify patterns that might be vulnerable. Additionally, Zhao et al. [107] apply word embedding, similarity
detection, and Generative Adversarial Networks (GAN) to dynamically reentrance vulnerabilities.

Several heterogeneous graph models have been proposed in prior work. R-GCN [78] introduces relation-specific
transformations for message passing over multi-relational graphs, and HGAT [103] applies node-level and type-level
attention mechanisms for modeling heterogeneous information networks. However, both rely on a fixed schema of
node and edge types. In contrast, MANDO-LLM dynamically generates meta-relations based on the actual node and
edge types present in each smart contract graph. This flexibility allows our model to naturally adapt to unseen or
evolving structures without requiring manual definition of relation types, making it more scalable and expressive in
real-world settings.

While existing deep and graph neural network techniques have mitigated issues by learning bug patterns from
specific code representations, such as syntax trees and data/control dependency graphs, they have typically treated
trees/graphs as flattened sequences or disjointing conventional graphs. They have not leveraged particular kinds of
control flow and call relations in the contract code to grasp their semantics more comprehensively. Also, they often
regard nodes and edges in tree- and graph-representations of source code homogeneously, overlooking the fine-grained
differences in their types and locations. As a result, they typically only search for vulnerabilities at the coarse-grained,
whole-graph level, which does not offer the precision needed to identify the exact lines where vulnerabilities exist.
Contrasting with the existing methods, our unique graph encodings in MANDO-LLM are able to accurately capture

vulnerability patterns and locate fine-grained vulnerabilities at the line level.

3.4 Large Language Models
GraphCodeBERT ([35], CodeBERT [24], UniXcoder [34], CodeReviewer [55] are the millions of parameters LLMs were

trained on extensive corpora and datasets of programming languages that can be adapted to vulnerability detection
task. However, it is important to note that these LLMs were not pre-trained on Solidity smart contracts, leading to
decreasing performance when evaluated on our datasets. Furthermore, many LLMs within one billion to hundreds
of billions of parameters are available on the Huggingface platform [98]. These LLMs were pre-trained on a larger
number of programming languages and tasks such as code generation, Code summarization, and code completion. As a
result of a wide range of pre-trained phases, these models can be adapted effectively to our challenge. CodeT5 [95] is an
LLM pre-trained on CodeSearchNet [44] dataset which leverages the code semantics, seamlessly supports both code
understanding and generation tasks and allows for multi-task learning. Starcoder [53] is an LLM designed specifically
for 80+ programming languages from The Stack (v1.2) [51] dataset with opt-out requests excluded. GPTScan [82]
is a recent vulnerability detection approach using GPT after breaking each logic vulnerability type into scenarios
and properties to enhance accuracy. Although these existing LLMs are huge and pre-trained on many programming
languages and tasks, they perform inadequately on vulnerability detection tasks and Solidity smart contracts because

they are not specifically designed for Solidity vulnerability detection tasks.

4 Approach

We present the MANDO-LLM framework, which consists of five key components outlined in the grey boxes in Figure 2:

the Heterogeneous Contract Graph Generator, the Meta Relations Extractor, the Node Features Extractor, the MANDO-LLM
Manuscript submitted to ACM
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Fig. 2. MANDO-LLM Architecture Overview.

Graph Neural Network, and the Two-Phase Vulnerability Detector. The input to MANDO-LLM consists of the source code
of one or more Ethereum smart contracts, and the output encompasses bug predictions for both contract-level and
line-level issues, along with their associated bug types for the input contracts. In the following, we explain the five

components in detail.

4.1 Heterogeneous Contract Graph Generator

The first component in Figure 2, Heterogeneous Contract Graph Generator, is responsible for processing the source
code of a smart contract. This component aims to represent the source code using a heterogeneous graph based on
Control-Flow Graphs (CFGs) and/or Call Graphs (CGs). Distinguishing itself from previous studies [60, 112], which
primarily focus on homogeneous forms of control-flow graphs that do not utilize node and edge types, our approach
retains much of the structure and semantics of smart contract code through the use of heterogeneous graphs that

encompass various node and edge types. We define a heterogeneous graph as follows:

Definition 4.1 (Heterogeneous Graph). A heterogeneous graph is a directed graph G = (V, E, 7, ¢), consisting of a
vertex set V and an edge set E. 7 : V. — A is a node-type mapping function and ¢ : E — R is an edge-type mapping
function. A and R denote the sets of node types and edge types, and |A| > 2 and |R| > 1.

The generation of CFGs is initiated based on an Abstract Syntax Tree (AST) produced by a parser generator tool [88]
and an incremental parsing library [39]. From generated ASTs, we implemented a driver to collect a pre-defined set of
node types and establish edges that follow the control flow of the source code to create Control Flow Graphs (CFGs).
Similarly, this component can extract the nodes that invoked to each other via the function call edges to create Call

Graphs (CGs), which are then adapted to CFGs to conduct a fusion form in the sub-component Heterogeneous Graphs
Manuscript submitted to ACM
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Fusion in Figure 2 after translating to a heterogeneous representation. This fused graph is called a heterogeneous
contract graph (HCG).

Heterogeneous Control-Flow Graphs (HCFGs). A heterogeneous CFG may encompass various types of statements
or lines of code. We employ typical statement types as node types within the source code’s HCFGs, such as EXPRESSION,
NEW_VARIABLE, RETURN, IF, END_IF, IF_LOOP, and END_LOOP. Four edge types are used to indicate the
sequential or branching nature of statements, including NEXT, TRUE, and FALSE. An illustrative example of a
generated HCFG for the Collect function within the MY_BANK contract is presented in Figure 1 (Part C). Notably, due to
the capabilities and limitations of parser generator tools [88], an HCFG for a source code is generated on a per-function
basis for a contract. To aggregate the HCFGs for all functions within a contract, we incorporate call graphs for source
code, as further elaborated below.

Heterogeneous Call Graphs. A call graph (CG) represents the invocation relations among functions within one or
multiple smart contracts. The MANDO-LLM framework acknowledges two primary forms of calls in the context of
smart contracts: internal calls, which encompass function calls within the same contract, and external calls, which pertain
to function calls that traverse across different contracts. These two call types are represented by two distinct edge
types, namely INTERNAL_CALL and EXTERNAL_CALL. To distinguish between the functions of a smart contract
and external functions, we introduce a node called CONTRACT_DECLARATION at the top of each contract. This
node is linked to all its function definitions through define method edges. In addition to the typical function node type
FUNCTION_NAME, we also incorporate the FALLBACK_NODE node type. This type is used to represent fallback
functions that are executed in scenarios where a function identifier to be called does not match any accessible function
within a smart contract or if insufficient data is provided for the function call. It is important to note that such fallback
functions are directly or indirectly associated with numerous Ethereum smart contract vulnerabilities [12]. Figure 1
(Part B) illustrates an example of such a heterogeneous call graph for the MY_BANK contract.

Heterogeneous Contract Graphs (HCGs). The topological structure of these two types of graphs for a given smart
contract can be integrated into a global graph to streamline the subsequent graph learning procedures. In MANDO-LLM,
the sub-component Heterogeneous Graphs Fusion combines HCGs and HCFGs by establishing a connection between
the FUNCTION_NAME nodes within both HCGs and HCFGs that represent the same function (as demonstrated by
the double-arrow edge linking the Collect nodes in Figure 1 Part B and Part C).

4.2 Meta Relations Extractor

The Meta Relations Extractor component within MANDO-LLM is responsible for extracting customized meta relations

from the generated heterogeneous contract graphs (HCGs). A meta relation is defined as:

Definition 4.2 (Meta Relation). A meta relation of an edge e = (s, t) from a source node s to a target node ¢ is indicated
as (z(s), ¢(e), 7(t)), with 7(s) and 7(t) representing the node type of s and ¢, respectively, and ¢ (e) representing for the
edge type of e. A metapath can refer to a sequence of such meta relations corresponding to a sequence of connected

edges.

The main advantage of extracting these meta relations is to mitigate the potential explosion of all possible node and
edge type combinations, a common issue in the traditional approaches employing metapath [20, 94]. This is particularly
crucial since the number of node types and edge types in the graphs is dynamic and can encompass up to 18 node
types and 5 edge types. Besides, the original architecture of the HGT layer also requires meta relations as the inputs to

generate the embeddings [40].
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10 Nguyen et al.

Furthermore, we introduce meta-relations through reflective connections between adjacent nodes. For example,
the relation between two adjacent nodes of types EXPRESSION and END_IF in Figure 1 can be described by both
(EXPRESSION, next, END_IF) and (EXPRESSION, back, END_IF). HCGs predominantly exhibit a tree-like structure,
with only a few back-edges created by LOOP-related statements. The inclusion of reflective relations enhances the
comprehensiveness of the extracted meta relations and improves the stable functionality of the heterogeneous graph
transformer (HGT) employed in MANDO-LLM. This is because the original architecture of each HGT layer requires at
least two source nodes for one target node [40]. Without reflective relations, many nodes with only one source node
(e.g., the two EXPRESSION nodes in Figure 1) would be overlooked during training.

Clarification on Meta-Relation Definition and Impact. Unlike prior metapath-based approaches (e.g., MAG-
NET [97] and HeVulD [41]), which require manual predefinition of metapaths, MANDO-LLM employs a dynamic
meta-relation extraction process. This strategy enables automatic and scalable relation modeling across diverse node and
edge types, without the need to reconfigure or predefine relational patterns. Since our graph construction includes up
to 18 node types and 5 edge types, the total number of possible meta-relations is up to 1,620. However, in practice, only
a subset of these combinations appear in each contract graph. Empirically, we observe that the number of unique meta-
relations per graph can range from dozens to several hundred, depending on the contract’s structure. These relations
are discovered on-the-fly during training and provided directly to each HGT layer. This dynamic handling significantly
improves the model’s adaptability and generalization to novel code structures, as confirmed in our experiments in

Section 5.

4.3 Node Features Extractor

The primary objective of this extractor is to generate initial features for each node, enriching their properties within
the graphs. In this module, we leverage the capabilities of large language models trained on vast corpora.

Although the whole encoder of the LLMs can produce an extremely rich information output, it requires costly
resources. Additionally, fine-tuning an LLM to a new language for a new task also costs huge resources. To overcome
these constraints and prevent overwhelming the nodes with excessive information to conserve computational resources,
we exclusively use the tokenizer part of the LLMs to encode and extract the node attribute features from the code
snippets inside nodes rather than employing whole LLMs. In this way, we can leverage the advantages of LLMs’
knowledge combined with source code understanding of GNN on the graph topologies of HCG, enabling MANDO-LLM
to analyze smart contracts without high computational cost-effectively.

Each LLMs’ tokenizer has its own vocabulary, which was pre-trained by a special technique. Byte-Pair Encoding [80]
(BPE) is a compression technique known as the dark horse used by LLMs’ tokenizers that works by iteratively merging
the most frequent pairs of bytes which were split from massive text corpora into the token units such as words,
characters, subwords, or symbols. The process would stop when the desired vocabulary size is reached or the tokenizer
no longer finds frequent pairs of bytes to merge. As a result, the BPE process creates a set of variable-length tokens as a
vocabulary well-suited for modeling code, as they can capture the fine-grained structure of code without sacrificing
efficiency. Moreover, generating token units must be carefully balanced because a wide window of token units will
capture richer context while dramatically increasing the vocabulary size or lack of understanding of the strange words.
In contrast, short token units might be insufficient to maintain correct context while reducing vocabulary size, which
can save computing costs. Due to well traded-off and pre-trained of the LLMs’ tokenizer, we selected three LLMs as the
baselines showed in Table 3 and 5 and their tokenizer based on three variants of BPEs as Node Feature Extractor that

have certain benefits.
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MANDO-LLM 11

(1) Solidity-t5 [43]: The variant of the T5 [74] model within 770M trainable parameters is only one pre-trained
on solidity smart contracts published on Huggingface platform. The model used SentencePiece BPE tokenizer
within a wide vocabulary of 32,100 tokens. SentencePiece [52] was developed by Google Al for training efficient
text understanding from unlabeled text and code. It was also trained on the Solidity dataset, making it well-suited
for processing Solidity smart contracts.

(2) Starcoder [8]: A powerful LLM boasting 15.5 billion parameters pre-trained on 80+ programming languages,
excluded solidity whose tokenizer is an original BPE [80] within even larger, 49,152 vocabulary size which has
been pre-trained on more than 80 programming languages, making it versatile for various programming tasks.

(3) Codet5p-770m [77]: This model is a part of the CodeT5 [95] family and has been thoroughly evaluated across a
wide spectrum of code understanding and generation tasks. Its tokenizer is code-specific BPE whose vocabulary
size of 32,100 tokens from the massive dataset of code on GitHub allows it to capture the fine-grained structure

of code without sacrificing efficiency.

We chose Solidity-t5 because it is specialized for the Solidity language. Meanwhile, the two models, Starcoder and
Codet5p-770m, have been pre-trained on a wider range of programming language datasets and tasks, making them
more versatile in a diverse range of code-related activities.

On the other hand, fine-tuning the LLMs in a new language for a new task requires many computing resources. To
address the limitations, MANDO-LLM proposed a method to leverage a part of the LLMs, their tokenizer, to augment
Graph Neural Network (GNN). This approach enables GNNS to inherit their pre-trained information while reducing the
computing resources required for training from days to hours.

Due to time constraints, we avoid the overwhelming computation of tuning LLMs while efficiently capturing the rich
semantic nuances of short code snippets inside nodes, we leverage smaller LLMs of a few billion parameters, instead of
the recent powerful LLMs such as GPT [2], Gemini [1]. To compare with these more powerful LLMs, we use prompts

instead, as shown in Section 5.4.

44 MANDO-LLM Graph Neural Network

Figure 2 illustrates the architecture of the MANDO-LLM Graph Neural Network, which is based on a Heterogeneous
Graph Transformer (HGT) [40]. In our MANDO-LLM GNN, we input all pairs of meta relations for each target node,
including their node types and node features, into a single HGT layer. This represents a significant departure from the
original HGT GNN framework. This approach enables MANDO-LLM to learn the interrelations among our customized
meta relations in HCGs. This is crucial for disentangling complex node/edge relationships, ultimately aiding in detecting
actual bugs in a smart contract. The outputs from MANDO-LLM GNN are then passed on to the final component, the
Two-Phase Vulnerability Detector, to identify whether the smart contract contains bugs and to locate these bugs
within the contract source code.

Heterogeneous Graph Transformer (HGT) layer. The primary objective of this layer is to learn the attention
among every pair of meta relations connecting a target node ¢ and its neighboring source nodes s; and sz [40]. To
achieve this, the architecture of Transformer [90] is employed with the target node ¢ serving as the “Query" vector
and its neighbors s and s; as the “Key" vectors. The attention is computed as the softmax layer output applied to the
concatenation of the outputs from A attention head [91]. Each attention head explores a different relation aspect of the

two pairs of t and s; as well as t and s, by allowing the embedding vectors of ¢ with s; and ¢ with s, to pass through
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the I*h GNN layer, denoted as HI=D1¢], HI-D [51] and H!=Y [s,]. There are three sub-components within the HGT

layer:

(1) Heterogeneous Mutual Attention: This sub-component uses the Q and K linear transformations of target node ¢,
and the two source neighbors s; and sy of t as inputs. It produces the attention or correlation probability of the
two node pairs, namely, s1 or sy with ¢ as well as the edge types ¢(e1) and ¢(e2) associated with the two given
source nodes. The matrix WATT encodes multiple semantic relations of the pairs with the same node type.

(2) Heterogeneous Message Passing: In this sub-component, the input consists of the V linear transformations of the
pair of source nodes s; and s, and the output is a multi-head message that contains distribution differences
of nodes and edges with different types. We use the matrix WMSG to capture the edge dependencies of each
head. It is important to note that the sub-component is independent of the one above and can be processed
simultaneously with the previous one.

(3) Target-Specific Heterogeneous Message Aggregation: This sub-component is a multi-layer perception (MLP)
whose input aggregates the outputs from the two abovementioned components. It outputs the contextualized
representative vector H () for the node t. Additionally, this sub-component uses an Exponential Linear Unit
(ELU) as an activation function. The target node t undergoes L HGT layers to generate the embedding vector
HD)[#]. Such a mechanism ensures that the final embedding vector for ¢ considers multiple aspects through

the Transformer architecture.

Optimization for Detection. We use a multi-layer perceptron with the softmax function as an activation function
for graph or node classification tasks. The input for this layer depends on the specific prediction tasks. To mitigate the
effects of derivative saturation, we employ cross-entropy as the loss function during training, and the model parameters

are learned through back-propagation with gradient descent algorithms.

4.5 Two-Phase Vulnerability Detector

This component comprises two primary phases: Coarse-Grained Detection and Fine-Grained Detection. While the former
phase assesses clean versus vulnerable smart contracts at the contract level , the latter phase pinpoints the precise
line locations of vulnerabilities in the contract source code. One of our notable contributions is the ability to detect
vulnerabilities at the line level, a capability not present in earlier learning-based methods [61, 112], which only reported

vulnerabilities at the contract or function level.

Phase 1: Coarse-Grained Detection. In this phase, the goal is to determine whether a smart contract is vulnerable. We
employ the heterogeneous contract graphs and their corresponding embeddings for each input smart contract. We train
an MLP (Section 4.4) to predict whether an HCG represents a clean or vulnerable contract. The MLP can produce a
confidence score for each input graph with respect to each bug type. A contract is classified/predicted as buggy if
the confidence score for the graph with regard to a particular bug type exceeds 0.5. This classification step aids in
narrowing down the search space by filtering out likely clean smart contracts, preparing them for the second phase of

line-level vulnerability detection.

Phase 2: Fine-Grained Detection. For the smart contracts identified as potentially vulnerable in the previous phase, we
proceed to fine-grained detection. In this phase, the node embeddings of their heterogeneous contract graphs undergo
node classification to determine if the individual nodes may be buggy. Similar to Phase 1, the MLP used in the node
classification step generates a confidence score for each node in the input graph with respect to each bug type. A node
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MANDO-LLM 13

is classified/predicted as buggy when its confidence score with respect to a specific bug type exceeds 0.5. Importantly,
the nodes correspond to statements or lines in the source code, allowing us to identify the locations of vulnerabilities at

the line level within the source code precisely.

5 Empirical Evaluation

We publicize the datasets and our proposed models at https://github.com/MANDO-Project/ge-sc-1lm.

# Total / Buggy | # Total # Total # Buggy
Bug Types Contracts of Nodes | of Edges | Nodes
Access
114 /57 13432 15538 2977
Control
Arithmetic 120 / 60 16157 17591 5395
Denial of
emia’ o 92/ 46 12909 14366 4106
Service
Front
. 88/ 44 19415 22278 10400
Running
Reentrancy 142/ 71 18312 19267 6570
Time
. . 100 / 50 15699 18564 5800
Manipulation
Unchecked
Low Level Calls 190/ 95 17525 20952 2352
Total 846 / 423 113449 128556 37600

Table 1. Dataset A - Statistics of the Mixed dataset of the Clean Contracts of Smartbugs Wild with the Smartbugs Curated and
the SolidiFI-Benchmark datasets .

# Total / Buggy | # Total # Total # Buggy

Bug Types Contracts of Nodes | of Edges | Nodes
Access 244/ 122 22214 27019 5794
Control
Arithmetic 372 /186 51138 64166 10306
Denial of

enial o 316/ 158 38631 48891 7280
Service
Front 252 /126 33007 39629 14486
Running
Reentrancy 326 /163 36579 42519 10429
T

yme 172/ 86 21431 25818 7067
Manipulation
Unchecked
Low Level Calls | 2467123 23940 29846 3821
Total 1928/ 964 226940 277388 59183

Dataset

Our evaluation is carried out on a mixture of three datasets:

It contains 143 annotated contracts with 208 tagged vulnerabilities.

Table 2. Dataset B - Statistics of the Mixed datasets of the Clean Contracts of Smartbugs Wild with the DAppSCAN and the
SolidiFI-Benchmark datasets .

(1) Smartbugs Curated [21, 25] is a collection of vulnerable Ethereum smart contracts organized into nine types.
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(2) SolidiFI-Benchmark [29] is a synthetic dataset of vulnerable smart contracts with 9369 injected vulnerabilities
in 350 distinct contracts and seven different vulnerability types. To ensure consistency in the evaluation, we only
focus on the seven types of vulnerabilities that are joint in both datasets, including Access Control, Arithmetic,
Denial of Service, Front Running, Reentrancy, Time Manipulation, and Unchecked Low-Level Calls. Together with
Smartbugs Curated, we have 423 buggy smart contracts.

(3) DAppSCAN [109] is a large-scale dataset with 39,904 Solidity files from 682 real-world DApp projects, featuring
1,618 SWC weaknesses [65]. For consistency in labeling, we convert the SWC weaknesses categories into seven
types of vulnerabilities in datasets (1) and (2) based on the mapping by Shikah et al. [5]. After mapping, we
have 614 buggy solidity files.

(4) Clean Smart Contracts from Smartbugs Wild [21, 25] is a set of 47,398 Ethereum smart contracts. We
identified 2,742 contracts out of 47,398 that do not contain any bugs based on eleven Smartbugs integrated

detection tools. Thus, we use the 2,742 contracts as a set of clean contracts.

All smart contracts within the datasets are provided in source code form. We employ a parser generator tool called
tree-sitter [88] and an incremental parsing library [39]. Using these two tools, we parse each source file into Abstract
Syntax Trees (ASTs). Subsequently, we develop our driver, inspired by the Codeview Generator tool [18], to perform
the following tasks: Generate Control Flow Graphs and Call Graphs for Solidity smart contracts as well as a fusion
form combining these two graph types before extracting meta relations and feeding them to the MANDO-LLM GNN
component.

Additionally, we introduce a random mixing strategy in which we select a subset of clean smart contracts from the
SmartBugs Wild dataset and combine them with buggy contracts from SmartBugs Curated, SolidiFI-Benchmark,
and DAppSCAN. This results in two composite datasets: Dataset A, which includes buggy contracts from both
SolidiFI-Benchmark and SmartBugs Curated (see Table 1), and Dataset B, which includes buggy contracts from
SolidiFI-Benchmark and DAppSCAN (see Table 2).

For the coarse-grained contract-level vulnerability detection task, we maintain a balanced ratio 1:1 between clean
and buggy contracts, ensuring that our training and test datasets are more evenly balanced for graph classification tasks.
This practice aligns with common practices in other deep learning-based bug detection studies in the literature, which
also use reasonably balanced datasets, such as SySeVR [57] and Russell et al. [76]. In contrast, the fine-grained line-level
vulnerability detection task focuses exclusively on the buggy contracts from Dataset A and Dataset B. Tables 1
and 2 summarize the number of buggy and total contracts, as well as the total nodes and edges in the constructed
heterogeneous contract graphs across all bug types. Although the strategy of mixing with SolidiFI-Benchmark helps
alleviate the class imbalance in both the original SmartBugs Curated and DAppSCAN datasets, Dataset B is still
considered an imbalanced dataset, with buggy nodes accounting for only 26.07% of all nodes, while Dataset A exhibits a
slightly more balanced distribution, with 33.14% of its nodes being buggy.

It is important to note that for the fine-grained line-level bug detection task, our approach requires line-level labels
for the bugs; however, other datasets like those by Zhuang et al. [112], Liu et al. [61], and €Thor [79] are not suitable for
our experiments since they only provide coarse-grained contract- or function-level labels for the bugs. For instance, if
Smartbugs authors label line 11 in Figure 1 as containing a reentrancy bug, our scripts would mark the corresponding

nodes with red text in the heterogeneous CFG and CG as vulnerable.
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MANDO-LLM 15

5.2 Evaluation Metrics

Our binary prediction results distinguish between clean and vulnerable nodes or graphs. To assess the prediction
performance, we measure our experimental results by two widely used metrics, the F1-score and Macro-F1 score. The
F1 score evaluates a model’s prediction performance by computing the harmonic mean of precision and recall for a
specific class label by formula:

Fi= 2 - precision - recall

precision + recall
following by precision = % and recall = %\I where TP is true positive, FP is false positive, and FN is false
negative predicted cases of the class.

On the other hand, the Macro-F1 score assesses the quality of predictions by averaging the F1 scores across all class
labels. Since our primary focus is bug detection, we measure the F1-score to evaluate the model’s performance in
classifying vulnerabilities, specifically for the bug label. We refer to this specific metric as Buggy-F12.

In the literature, there are also other metrics for measuring the effectiveness of fault detection or localization [99, 106],
such as EXAM (the percentage of statements to be manually examined until the first buggy statement is reached), top-N
Accuracy (the percentage of true faults located within the first N reported faulty statements), MAR (Mean Average
Rank), MFR (Mean First Rank), and RImp (Relative Improvement versus other fault localization methods). These metrics
can be viewed as variants of precisions and recalls, and are intended to reflect the amount of effort human developers
need to spend and investigate the code before confirming the faults. In this paper, we do not have actual human users
to understand the reported fault code; simply relying on measurements with respect to the ground-truth fault locations
without actual measurement of human efforts, different metrics may not show much difference [106]. Thus, this paper

mainly uses the F1-scores.

5.3 Baselines and Parameter Settings

Baselines. To demonstrate the advantages of heterogeneous graph learning over some conventional Graph Neural
Networks (GNNs), conventional Recurrent Neural Networks (RNNs), and Large Language Models (LLMs). We select
three popular conventional GNNs models GAE [50], LINE [83], and node2vec [33], which use some basic graph learning
techniques such as passing messages through the connections inside the graphs to learn the patterns and make the
prediction about the graphs. We select the three classic conventional RNNs models Vanilla-RNN [22], LSTM [38],
GRU [16], which receive the embedding of smart contract source code as a sequence of data and output the predicting
probability of classes. The LLMs were not explicitly trained on solidity contracts for bug detection tasks, and we use the
encoders of three LLMs: Solidity-t5, Starcoder, and Codet5p-770m to classify buggy code at both coarse-grained and
fine-grained levels. We employ the pre-trained model’s encoders to embed source code snippets, and then we fine-tune
the last hidden state with classification layers. For the largest model, Starcoder, with 15.5 billion parameters, there were
instances of long smart contracts that exceeded our server’s capacity. In such cases, we divided the source file into
individual smart contracts before encoding them. Finally, we calculated the average of the individual smart contracts
to represent the source file. Additionally, we selected the best-performing result from MANDO-HGT [68], a recent
framework specialized in smart contract vulnerability detection based on Heterogeneous Graph Transformer (HGT) [40]

with multiple dynamic customized metapaths, as our methods of comparison. We also compared our line-level source

%In the literature, Macro-F1 is also often considered to account for imbalances between clean and buggy data by averaging the F1 scores of all class labels.
However, we have balanced the clean and vulnerable contract data at a 1:1 ratio in our case and found that Macro-F1 scores closely align with Buggy-F1.
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Methods ‘ ‘ Access Arithmetic Denia:l of Frm?t ‘ Reentrancy ‘ Time ) Unchecked Low
Control Service Running Manipulation Level Calls
GON 38.12 63.00 52.24 41.08 61.05 55.75 1631
40.50 57.70 58.92 45.11 55.24 51.29 47.62
Conventional GNNs LINE 06.41 27.19 26.19 51.64 1552 19.41 24.26
36.16 41.64 32.86 35.30 33.79 37.46 40.60
odezvee 53.82 61.96 54.95 7546 36.30 60.66 56.07
52.29 60.16 52.46 76.66 45.66 57.22 53.21
) 2353 53.49 56.52 04.76 57.73 57.14 14,66
Vanilla-RNN 39.35 59.80 4255 32.38 63.22 37.66 5418
Conventional RNNs P 00.00 00.00 66.67 00.00 13.04 00.00 61.70
31.34 32.89 33.33 31.73 56.42 30.43 00.00
GRU 00.00 00.00 38.60 56.18 45.45 64.41 47.06
32.35 31.54 50.07 41.30 55.58 32.20 56.44
solidity 15 35.00 32.55 38.33 79.29 33.96 35.68 36.06
85.05 82.32 88.88 81.38 85.04 85.87 85.13
77.45 7512 86.40 77.58 89.16 82.74 78.17
LLMs Encoder starcoder 77.78 79.27 86.78 81.46 89.37 84.50 80.61
codetsp-770m 83.04 71.63 69.15 81.04 92.05 82.58 80.75
83.27 76.67 68.49 82.77 92.20 82.93 81.99
The best Buggy F1 Node features of 86.36 83.59 88.61 93.28 92.44 92.37 82.97
scores of MANDO-HGT the best scores ‘ ‘ 85.63 ‘ 82.35 ‘ 87.87 ‘ 93.17 ‘ 92.17 ‘ 91.97 82.53
- 87.13 88.02 90.45 91.61 92.43 95.47 86.65
solidity-t5 86.12 87.42 90.23 90.94 92.23 94.91 85.72
MANDO-LLM with : : 2 s 2 3 :
87.60 84.97 88.61 93.29 94.26 96.18 82.33
Node Features starcoder
o {mn  Aws lne e L s
LLMs’ Tokenizer codet5p-770m 85.63 85.64 89.90 95.54 91.49 9456 82.09

Table 3. Performance comparison in terms of Buggy-F1 score and Macro-F1 (in grey shading) score on different bug detection methods
at the contract granularity level on the Dataset A. We use the Heterogeneous Contract Graphs of both clean and buggy smart contracts
as the inputs for MANDO-LLM. The best performance for each bug type is in boldface. For MANDO-HGT, we only report the best
performance among node feature generators from their paper [67].

code bug detection method to six widely used smart contract vulnerability detection tools based on conventional
software analysis techniques: Manticore [63], Mythril [64], Oyente [62], Securify [89], Slither [23], and Smartcheck [84].

LLM Prompts. We prompt the industrial LLMs: DeepSeek, GPT-4.0, and Gemini Pro for vulnerability detection
at both coarse-grained contract-level on the Dataset B (shown in Table 4) and fine-grained line-level on the buggy
contracts of the Dataset B (shown in Table 6). The prompts can be found in Appendix A.1.

Parameter Settings. All models in our experiments use an input node feature size of 512. We used double size
compared with the reimplement experiment of HGT [40] by DGL [45] to keep more information of the code inside a
node from LLM’s tokenizer because LLM’s tokenizer output a huge token dimension. At the same time, we reduced half
of the hidden size from 256 to 128 to meet our computing resources. We noticed the decrease did not considerably affect
our results. We incorporate an adaptive learning rate ranging from 0.0005 to 0.01 for coarse-grained classification and
from 0.0002 to 0.005 for fine-grained classification. For each target node and its corresponding meta-relation pair, fed to
the MANDO-LLM GNN, we apply two HGT layers and configure eight multi-heads, followed by the original paper’s
recommendations [40]. We used a cross-validation approach to run the experiment with 5-fold for the coarse-grained
classification and 10-fold for the fine-grained classification. All experiments are conducted on a server with two GPU
A100-PCIE-80GB units and CUDA Version 11.2. One of the advantages of our approach is that it does not require a
powerful server since we only use the tokenizer of the LLMs instead of passing the input through the LLMs. In contrast,
the other approaches that directly use LLMs for bug detection may require a powerful server and a special process for
large smart contracts (see Section 5.3).
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Access . . | Denial of Front Time Unchecked Low
Methods Control Arithmetic Service | Running Reentrancy Manipulation Level Calls
GCN 00.00 38.20 65.24 56.60 62.93 00.00 00.00
33.33 48.73 32.62 28.30 31.46 30.66 31.48
Conventional 00.00 66.26 00.00 64.07 74.35 00.00 62.96
LINE
GNNs 33.92 34.85 34.93 44.28 37.17 32.46 31.48
59.40 62.96 61.31 68.96 71.89 00.00 69.02
node2vec
36.08 64.24 30.65 34.48 35.94 29.72 34.51
Vanilla-RNN 63.64 32.43 76.11 62.92 65.55 31.82 67.37
67.00 46.16 78.48 66.86 68.44 49.95 68.64
Conventional 00.00 68.66 64.17 40.00 00.00 00.00 64.38
LSTM
RNNs 3241 51.85 32.09 54.09 31.41 30.30 32.19
GRU 66.67 43.64 00.00 67.35 51.49 00.00 00.00
61.57 55.33 30.60 68.29 60.53 32.65 32.65
o 00.00 56.41 63.30 63.06 70.19 00.00 49.35
solidity-t5
35.08 28.20 31.65 31.53 35.09 35.49 47.61
LLMs Encoder starcoder 05.12 71.67 68.05 70.08 67.56 00.00 63.63
35.59 37.79 34.02 35.04 33.78 34.17 67.18
00.00 60.00 62.31 67.82 65.75 00.00 42.69
codet5p-770m
32.11 30.00 31.15 33.91 32.87 36.58 28.12
54.50 44.40 52.60 44.40 58.80 00.00 00.00
DeepSeek
74.40 70.70 75.50 71.60 76.80 50.00 47.60
Prompting LLM GPT-4.0 54.50 47.00 15.00 25.00 66.70 00.00 00.00
74.30 71.90 57.10 62.50 83.30 50.00 44.00
. 30.80 23.50 00.00 15.40 50.00 00.00 74.10
Gemini Pro
61.10 57.40 47.70 51.10 50.00 50.00 69.60
The best scores Node features 83.63 80.99 87.88 88.46 88.52 87.97 82.35
of MANDO-HGT | of the best scores | 81.63 81.14 87.49 87.98 89.33 87.74 81.99
MANDO-LLM solidity-t5 92.30 88.89 90.91 90.20 89.55 94.12 88.37
with 91.80 89.18 90.47 90.00 89.22 94.28 89.64
86.79 89.47 90.91 90.57 88.89 94.12 83.33
Node Features starcoder
85.61 89.33 90.62 90.18 89.37 94.28 83.67
Generated by 85.7 84.93 94.12 88.00 92.54 97.14 88.46
LLMs’ Tokenizer | codet5p-770m 71 . . . . .1 .
85.71 85.32 93.73 88.23 92.30 97.06 87.98

Table 4. Performance comparison in terms of Buggy-F1 score and Macro-F1 (in grey shading) scores on different bug detection
methods at the contract granularity level on the Dataset B. We use the Heterogeneous Contract Graphs of both clean and buggy smart
contracts as the inputs for MANDO-LLM. The best performance for each bug type is in boldface.

5.4 Experimental Results

We use cross-validation and an early stopping method to avoid overfitting. We set the patience parameter to 7 and
the delta parameter to 0.001. Such a setting helps us stop our training process if the model’s loss does not improve by
more than 0.001 for seven consecutive times. The final results in the table represent the average scores of all folds (5 for

coarse-grained and 10 for fine-grained).

5.4.1 Coarse-Grained Contract-Level Vulnerability Detection. Table 3 and 4 display the Buggy-F1 scores and Macro
F1 scores of the baselines and MANDO-LLM at the contract level. Since each source file typically contains one smart

contract, we treat each source file as a smart contract. We observe that:

e On both Dataset A and Dataset B, MANDO-LLM, with node features generated by the LLMs’ tokenizers,
outperforms the conventional GNNs, conventional RNNs, and LLMs. It achieves higher scores than the best
results from the state-of-the-art work, MANDO-HGT. For instance, MANDO-LLM improves Buggy-F1/Macro-F1
scores in the time manipulation bug by 35.52%/38.75% and 97.14%/64.6% compared to the best score of three
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18 Nguyen et al.
Access . . Denial of Front Time Unchecked Low
Methods ‘ ‘ Control Arithmetic Service Running ‘ Reentrancy ‘ Manipulation Level Calls
securify 13.0 0.0 18.0 53.0 23.0 24.0 11.0
mythril 34.0 73.0 41.0 63.0 19.0 23.0 14.0
Conventional slither 32.0 0.0 13.0 26.0 15.0 44.0 10.0
Detection Tools ‘manticore 30.0 30.0 12.0 7.0 9.0 24.0 4.0
smartcheck 20.0 22.0 52.0 0.0 22.0 44.0 11.0
oyente 21.0 71.0 48.0 0.0 20.0 24.0 8.0
GCN 43.82 62.54 44.74 81.16 63.89 60.36 23.12
Conventional GNNs LINE 32.42 43.15 34.79 77.95 49.44 67.19 15.60
node2vec 61.20 69.37 68.05 81.07 74.48 70.88 02.46
The best buggy Node features 86.55 84.82 86.53 90.66 85.06 94.20 88.79
scores of MANDO-HGT of the best scores
solidity-t5 85.01 86.14 84.78 84.08 85.21 83.29 64.11
LLMs Encoder starcoder 81.63 82.77 66.12 87.22 78.60 80.10 85.21
codet5p-770m 51.36 84.05 80.43 82.53 84.96 67.86 63.10
MANDO-LLM with Node solidity-t5 95.39 95.42 98.23 94.69 95.41 97.29 96.18
Features Generated by starcoder 96.49 93.96 98.11 95.66 94.26 96.17 94.97
LLMs’ Tokenizers codet5p-770m 9453 9433 98.19 94.95 96.78 96.40 96.62

Table 5. Performance comparison in terms of Buggy-F1 scores across various bug detection methods based on source code at the line
granularity level on the buggy contracts of the Dataset A. The highest score for each bug type is in boldface.

conventional GNNs, by 31.77%/58.31% and 65.32%/47.11% compared to the best score of the three conventional
RNNs, by 10.5%/10.1% and 97.14%/60.48% compared to the best score of the three LLMs encoder-only methods, by
3.81%/4% and 9.17%/9.32% compared to the best score of MANDO-HGT on Dataset A and Dataset B, relatively.
On the Dataset B, we outperform all three industrial LLMs: DeepSeek, GPT-4.0, and Gemini Pro on all seven
types of vulnerabilities (see Table 4). Moreover, regardless of which tokenizer is used to generate node features,
MANDO-LLM framework consistently outperforms the baselines. We supposed that our model’s performance
does not significantly suffer from the type of tokenizers generated by LLMs.

It is evident that integrating node features from different tokenizers inside MANDO-LLM outperforms all other
token-based LLMs and MANDO-HGT. For instance, our method improves up to 12.5% on detecting access
control bugs compared to all baseline models. Although it is unclear which tokenizer performs the best, it

suggests that an architecture combining different LLMs’ tokenizers is beneficial for classifying buggy contracts.

5.4.2  Fine-Grained Line-Level Vulnerability Detection. Table 5 and 6 show the performances of MANDO-LLM and

other baselines at the line level. From the results, we observe that:

e On both Dataset A and Dataset B, MANDO-LLM generally outperforms conventional analysis-based bug

detection tools, basic GNNs and LLMs encoder-only baselines. The performance improvements range from
3.09% to 95.66% on the Dataset A and range from 0.47% to 92.63% on the Dataset B in Buggy-F1 scores for
different bug types. For example, for the reentrancy bug, we achieved a 96.78% Buggy-F1 score, considerably
higher than the best result of 90.66% among the baseline conventional tools, LLMs, and MANDO-HGT on the
Dataset A. Some conventional detection tools in this experiment struggle to perform reasonably for certain
vulnerability types (Buggy-F1=0%) due to their inherent limitations in relying on predefined patterns that
cannot capture these vulnerabilities. On the Dataset B, the industrial LLMs failed to detect buggy lines of
source code in some types of bugs. For example, the Gemini Pro has 2.59% Buggy-F1 score in the Denial of
Service bug. The lack of fine-tuning or misleading in the definition of vulnerability in the prompts probably

affects the performance of the LLM. We leave the fine-tuning of the LLMs to improve their accuracy for future

Manuscript submitted to ACM



937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952

953

955

956

958
959
960
961
962
963
964
965
966
967
968

969

978
979
980
981
982
983
984
985
986
987

988

MANDO-LLM 19
Access . . | Denial of Front Time Unchecked Low
Methods Control Arithmetic Service | Running Reentrancy Manipulation Level Calls
. 16.23 13.71 14.62 9.35 14.48 8.42 9.81
securify
23.01 21.85 22.83 21.32 22.65 19.28 20.14
R 13.46 12.23 10.17 9.58 15.91 7.74 11.12
mythril
22.11 21.28 18.96 20.51 23.37 18.14 19.7
. 18.17 14.82 15.45 12.61 17.34 10.97 11.68
" slither
Traditional 24.76 22.64 23.89 22.16 24.91 21.29 23.1
Tools . 10.84 11.15 11.93 8.37 10.61 7.59 8.84
manticore
21.06 21.48 22.7 20.39 22.13 18.75 19.62
11.72 10.31 12.36 9.89 9.57 8.96 8.68
smartcheck
22.35 21.42 23.45 21.7 20.86 20.16 20.39
9.87 9.93 10.91 8.61 11.09 8.17 7.95
oyente
20.23 20.41 21.75 19.34 22.98 18.09 18.75
GCN 11.16 10.10 31.88 0.19 7.47 0 27.39
45.82 46.33 17.85 41.72 42.61 40.19 15.13
Conventional 3.34 30.77 11.84 47.9 40.26 18.23 27.16
LINE
GNNs 43.85 41.9 49.14 49.07 42.48 46.93 19.89
38.38 28.43 25.01 54.96 33.32 36.14 32.64
node2vec
44.58 53.16 51.32 53.7 53.09 47.64 49.14
1 4.75 3.47 0.27 41.51 30.6 2.93 2.71
solidity-t5
44.9 46.07 44.98 57 50.86 41.2 47.01
LLMs Encoder starcoder 3.99 21.73 0 14.11 8.2 1.93 1.72
44.25 52.16 44.76 43.24 45.65 41 46.55
codet5p-770m 5.05 2.96 0.08 18.87 0.06 33.26 0.33
44.82 45.88 44.7 45.88 41.62 54.21 45.6
40.82 31.37 41.36 36.86 52.36 20.11 13.66
DeepSeek
61.11 63.9 69.09 65.07 70.25 53.56 53.13
Prompting LLM GPT-4.0 33.33 24.43 4.98 21.24 51.9 8.17 13.04
56.45 24.43 40.52 57.86 69.98 44.45 51.58
- 29.41 15.87 2.59 16.55 40.07 6.67 542
Gemini Pro
53.94 56.15 37.56 52.87 62.31 35.34 41.55
The best scores Node features 59.59 77.67 61.68 80.4 77.2 76.43 90.67
of MANDO-HGT | of the best scores | 76.73 84.27 76.79 83.44 83.84 82.79 94.53
MANDO-LLM solidity-t5 75.29 88.21 71.31 92.79 85.47 82.38 87.93
with 86.13 91.44 82.29 94.4 89.6 87.11 92.85
71.69 88.47 67.35 92.82 83.4 82.26 91.14
Node Features starcoder
84.02 91.71 79.9 94.43 88.02 87.15 94.8
Generated by 71.78 87.65 724 91.73 84.77 82.54 89.32
LLMs’ Tokenizer codet5p-770m . . . . - . .
84.08 91.15 83.08 93.54 89.12 87.27 93.72

Table 6. Performance comparison in terms of Buggy-F1 and Macro-F1 (in grey shading) scores across various bug detection methods
based on source code at the line granularity level on the buggy contracts of the Dataset B The highest score for each bug type is in

boldface.

work. Apparently, our approach also performs good results in more fine-grained detection level. It suggests that

our proposed framework has enough flexibility as well as generalization to detect bugs precisely at line-level.

e It is unclear which LLMs’ tokenizer indicates the best performance, although the Starcoder’s tokenizer has the

largest vocabulary size (i.e., 49,153) compared to 32,100 for Solidity-t5 and Codet5p-770m. However, there are

only negligible differences between the three LLMs’ tokenizers. For instance, the largest gap we observed is in

the access control bug, which is 1.96%. The result infers the superiority of our proposed framework because no

matter what type of tokenizers is used, MANDO-LLM still performs consistently and outperforms the baselines.
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Fig. 3. Average attention scores of top 30 meta relations having a largest attention score gap between the clean and reentrancy
buggy smart contracts and the number of edges corresponding to these meta relations. We darkened in color the meta relations

played a more important role in predictions.

5.5 Evaluating the Contribution of Key Modules

To evaluate the effectiveness of individual components in our framework, we conduct comparative studies using prior
versions of our model. First, we compare MANDO-LLM with MANDO-HGT, which does not incorporate LLM-based

node features. The consistent performance improvements reported in Table 3 and Table 5 demonstrate the contribution

of LLM-enhanced semantic embeddings in improving both contract-level and line-level vulnerability detection.
Moreover, the benefit of combining control-flow graphs (CFGs) and call graphs (CGs) into heterogeneous contract
graphs has been validated in our earlier work, MANDO [67], which showed that fused graph structures outperform

individual graph types. Thus, we adopt the fusion form in MANDO-LLM by default.

Finally, the use of Heterogeneous Graph Transformer (HGT) as our graph encoder is grounded in comparative
evaluations from MANDO-HGT and prior work [40], where HGT outperformed alternative models such as GAT [91]

and HAN [94] on heterogeneous software graphs. Thus, these comparisons validate the design choices of each major

module in our proposed framework.
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0xbe4041d55db380c5ae9d4a9b9703f1ed4e7e3888.sol

55 function Collect(uint _am) public payable

56 {

57 var acc = Acc[msg.sender];

58 if( acc.balance>=MinSum && acc.balance>=_am &% now>acc.unlockTime)
59 {

60 // <yes> <report> REENTRANCY

61 if(msg.sender.call.value(_am)())

62 {

63 acc.balance-=_am;

64 LogFile.AddMessage(msg.sender,_am,"Collect");
65 }

66 }

67 }

etherbank.sol

18 function withdrawBalance() {

19 unit amountToWithdraw = userBalances[msg.sender];

20 // <yes> <report> REENTRANCY

21 if(!(msg.sender.call.value(amountToWithdraw) ())) { throw;}
22 userBalances[msg.sender] = 0;

23 }

reentrancy_simple.sol

27 function withdrawBalance() {

28 // send userBalance[msg.sender] ethers to msg.sender

29 // if mgs.sender is a contract, it will call its fallback function
30 // <yes> <report> REENTRANCY

31 if( ! (msg.sender.call.value(userBalance[msg.sender]) () ) ){

32 throw;

33 }

34 userBalance[msg.sender] = 0;

35 }

Fig. 4. Code snippets of the smart contracts contained reentrancy vulnerability.

5.6 Interpreting Vulnerability Prediction Results

This section analyzes the interpretability of our proposed model. To achieve the goal, we examine the two most common
bug types in Ethereum, i.e., reentrancy and access control. Together, these two bugs are the cause of a 3.65M ETH loss,

which is around 80 million USD according to the report of Decentralized Application Security Project (DASP).

5.6.1 Average attention scores. We utilize the attention scores to explore further the reason for our model’s superior
performances over the baselines. Specifically, we calculated the average attention scores of the meta relations of clean
and buggy smart contracts to understand how MANDO-LLM successfully predicted a vulnerability. Attention score
can rank of impact the meta relations on a scale from 0 to 1. The higher the score, the more important meta relation
is in predicting phase. Each type of vulnerability plays some frequent pattern of code. For example, the reentrancy
buggy code shown in Section 2 usually contains the IF statement. Consequently, the meta relations relevant to the IF
statement would play a higher attention score when predicting. For interpretability, we analyze some meta relations
with a significant difference in average attention score between clean and buggy smart contracts. Figure 3 indicates
eleven meta relations in the rightmost part having average attention scores in buggy smart contracts while the scores
are zeros in clean smart contracts. These specific meta relations likely helped our model recognize the buggy smart
contracts. Moreover, we found some other meta relations representing the reentrancy bug. In Figure 3, the darker color
columns present the meta relation, which not only has the largest attention gap in the graphs but also has a large number
of edges. The reentrancy bug was often injected inside an if condition; the meta relation (IF, neg_next, END_IF) have
a large gap between buggy and clean scores, 0.69 over 978 edges and 0.4 over 137 edges, respectively. Additionally, three
more meta relations correspond to the snippet of code in Figure 1 containing many edges with considerable gaps. The
(FUNCTION_DEFINITION, next, NEW_V ARIABLE) relation has a 0.15 average attention score over 343 edges in
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Fig. 5. The highest attention score gaps between the clean and buggy smart contracts of reentrancy (blue) and access control
(red) bugs; and the number of edges corresponding to these meta relations. We filtered the meta relations that have under 100 edges
in both two buggy types. The blue and red dash bounding boxes emphasize the meta relations that relatively created the different
models’ behaviors between reentrancy and access control bug types.

the buggy smart contracts and 0.07 score over 121 edges in the clean smart contracts. The (NEW_V ARIABLE, next, IF)
has a 0.24 score over 310 edges in the buggy graphs and 0.07 score over 38 edges in the clean graphs. These two meta
relations in CFG refer to the code Line 55 to 58 in smart contract 0xbe4041d55db380c5ae9d4a9b9703f1ed4e7e3888.s0l and
Line 18 to 21 in smart contract etherbank.sol. The (FUNCTION_DEFINITION, next, IF) meta relation referring to
code Lines 21, 31 in smart contract reentrancy_simple.sol has 0.14 score over 327 edges and 0.04 score over 60 edges in
buggy and clean smart contracts, respectively.

Additionally, we observed the differences in attention score gap between two specific vulnerability types. Figure 5
showed the attention score gaps inside reentrancy and access control buggy smart contracts. Some meta relations fre-
quently appear within a high gap between clean and reentrancy buggy smart contracts, such as (EXPRESSION, next, IF),
(FUNCTION_DEFINITION, next,IF), (FUNCTION_DEFINITION, next, NEW_VARIABLE), (END_IF, next,
FUNCTION_DEFINITION), and (EXPRESSION, end_if, END_IF) (meta relations inside blue dash box in Figure 5),
but are absent in access control smart contracts. In contrast, the meta relations (FUNCTION_DEFINITION, next,
EXPRESSION), (NEW_V ARIABLE, next, EXPRESSION), (IF, pos_next, EXPRESSION), (IF, pos_next, RETURN),
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Fig. 6. Node scores of etherbank.sol smart contract. The graph part inside the box corresponds to the code snippet in Figure 4

(CONTRACT_DECLARATION, next, NEW_VARIABLE), and (NEW_V ARIABLE, next, RETURN) (meta relations in-
side red dash box in Figure 5) frequently appear in smart contracts with access control bugs but not in smart contracts
with reentrancy bugs. Besides, there are some frequent meta relations in both reentrancy and access control smart con-
tracts which have significant differences between the attention score gaps such as (CONSTRUCT _DEFINITION, next,
FUNCTION_DEFINITION), (NEW_VARIABLE, next, NEW_VARIABLE), (NEW_V ARIABLE, next, IF),
(EXPRESSION, next, RETURN), (EXPRESSION, next, EXPRESSION). From the differences between two vulnerable
types, reentrancy and access control, MANDO-LLM is a vulnerability-specific approach.

We employed GStarX [105], a Structure-Aware explainer for GNNs, to improve the explanation of MANDO-LLM’s
predictions. Specifically, GStarX can assign a score to each node; the higher the score, the greater the impact this node
has on the classification result. The green border nodes in Figure 6 were considered the most important nodes with
positive scores from GStarX when MANDO-LLM detecting buggy contracts. The three nodes created two edges of two
(NEW_V ARIABLE, next,IF) and (IF, neg_next, END_IF) meta relations which had a big gap between the attention

score of the buggy and clean smart contracts, as shown in the previous average attention scores explanation.

6 Conclusion

MANDO-LLM is a structure-based analytic framework designed for generating heterogeneous contract graphs and
detecting bugs at both the coarse-grained contract level and the fine-grained line level. One of the notable strengths
of our approach is its compiler independence, enabling it to operate seamlessly across diverse environments and
versions without being constrained by specific compilers or encountering conflicts caused by incompatible versions.
MANDO-LLM, using the tree-sitter parser generator to establish heterogenous CFGs and CGs from ASTs, possesses the
inherent capability to accommodate new programming languages through a set of grammatical rules. MANDO-LLM
simultaneously exploited the structured code awareness of the HCGs being the combinations of CFGs and CGs via the
embeddings of HGTs and the LLMs’ unstructured code handling ability to propose a reasonable approach. This feature
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positions our framework as a versatile approach suitable for developers engaging with various programming paradigms.
Furthermore, our research leverages extensive knowledge and contextual understanding embedded in LLMs’ tokenizers.
This utilization significantly enhances the initial information of the nodes in the generated graphs, ultimately leading to
improved predictive accuracy and overall performance. These results demonstrate the potential benefits of a symbiotic
collaboration between traditional programming analysis techniques and large language models. In the future, we plan
to evaluate further the performance of our framework across various programming languages using larger datasets

encompassing a wider range of bug types.
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Figures 7 and 8 show the prompts used to obtain vulnerability detection results in coarse-grained contract-level and

fine-grained line-level vulnerability detection, respectively, for three LLMs: DeepSeek, GPT-4.0, and Gemini Pro.

You are a security auditor specializing in smart contracts. Given a Solidity smart contract as input, analyze it for potential
vulnerabilities across the following categories.
Focus on the following vulnerability categories:

1. **Reentrancy**
Reentrancy vulnerabilities arise when external calls are made before a contract function completes its execution,
potentially allowing attackers to re-enter the contract and manipulate its state in malicious ways.

**Example:** A malicious contract exploiting reentrancy to siphon funds from a vulnerable contract during a transaction.

2. **Access Control**

Improper access control occurs when a contract fails to properly restrict access to critical functions. This vulnerability
typically results from using insecure methods like “tx.origin” or neglecting to implement appropriate access control
modifiers.

**Example:** A contract function that can be called by any external address when it should only be callable by the
contract owner.

3. **Arithmetic Errors**
Arithmetic errors, such as integer overflows and underflows, occur when arithmetic operations result in values that
exceed or fall below the boundaries of the data type, leading to unpredictable and often exploitative behavior.
**Example:** An overflow occurring during a token transfer function when the resulting value exceeds the maximum
integer size.

4. **Unchecked Low-Level Calls**

Solidity’s low-level functions such as “call(), ‘delegatecall()’, and send()" are prone to failure without returning any
status code, making them risky if not properly checked. Failing to validate the success of such calls can lead to
unintended contract failures or exploits.

**Example:** Ether transfers using “send()” without checking whether the transfer succeeded or failed.

5. **Denial of Service (DoS)**

Dos vulnerabilities occur when a contract is susceptible to attacks that consume excessive resources, preventing further
execution or rendering the contract inoperable. Such vulnerabilities are often triggered by long-running computations or
state dependencies.

**Example:** A contract requiring multiple users to send Ether, where the failure of one participant’s transaction causes
the entire contract to fail.

6. **Bad Randomness**

Contracts relying on sources of randomness that can be manipulated by miners or other actors create predictable
outcomes, exposing the contract to potential manipulation.

**Example:** A lottery contract that uses “blockhash® for randomness, allowing miners to influence the result.

7. **Front Running**

Front running occurs when an external actor executes a transaction based on knowledge of an impending transaction,
often exploiting visibility into pending transactions in the mempool.

**Example:** A contract that allows users to place bids on an auction, where a malicious actor can manipulate the
bidding process by placing higher bids.

8. **Time Manipulation**

Miners can manipulate the block timestamp, which can affect time-dependent smart contracts. This vulnerability allows
for the exploitation of any time-based logic in the contract.

**Example:** A contract with time-restricted operations that allows miners to manipulate the block’s timestamp and
bypass conditions.

For each category, return an object in the following format:

json

"is_vulnerable™ true | false,
"justification” "A concise explanation (1-2 sentences) supporting your decision.”

Your response should be structured in JSON format to enable easy parsing. If a vulnerability exists, clearly indicate where
in the code and why. Focus on clarity, correctness, and reasoning.

Fig. 7. MANDO-LLM Prompt for generating contract-level vulnerability detection.
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You are a **security auditor specializing in smart contracts**. Given a Solidity smart contract as input, analyze it for
potential vulnerabilities across the following categories:

1. **Reentrancy**

Reentrancy vulnerabilities arise when external calls are made before a contract function completes its execution,
potentially allowing attackers to re-enter the contract and manipulate its state in malicious ways.

**Example:** A malicious contract exploiting reentrancy to siphon funds from a vulnerable contract during a transaction.

2. **Access Control**

Improper access control occurs when a contract fails to properly restrict access to critical functions. This vulnerability
typically results from using insecure methods like “tx.origin” or neglecting to implement appropriate access control
modifiers.

**Example:** A contract function that can be called by any external address when it should only be callable by the
contract owner.

3. **Arithmetic Errors**
Arithmetic errors, such as integer overflows and underflows, occur when arithmetic operations result in values that
exceed or fall below the boundaries of the data type, leading to unpredictable and often exploitative behavior.
**Example:** An overflow occurring during a token transfer function when the resulting value exceeds the maximum
integer size.

4. **Unchecked Low-Level Calls**

Solidity’s low-level functions such as “call(), ‘delegatecall()’, and ‘send()" are prone to failure without returning any
status code, making them risky if not properly checked. Failing to validate the success of such calls can lead to
unintended contract failures or exploits.

**Example:** Ether transfers using “send()” without checking whether the transfer succeeded or failed.

5. **Denial of Service (DoS)**

Dos vulnerabilities occur when a contract is susceptible to attacks that consume excessive resources, preventing further
execution or rendering the contract inoperable. Such vulnerabilities are often triggered by long-running computations or
state dependencies.

**Example:** A contract requiring multiple users to send Ether, where the failure of one participant’s transaction causes
the entire contract to fail.

6. **Bad Randomness**

Contracts relying on sources of randomness that can be manipulated by miners or other actors create predictable
outcomes, exposing the contract to potential manipulation.

**Example:** A lottery contract that uses “blockhash® for randomness, allowing miners to influence the result.

7. **Front Running**

Front running occurs when an external actor executes a transaction based on knowledge of an impending transaction,
often exploiting visibility into pending transactions in the mempool.

**Example:** A contract that allows users to place bids on an auction, where a malicious actor can manipulate the
bidding process by placing higher bids.

8. **Time Manipulation**

Miners can manipulate the block timestamp, which can affect time-dependent smart contracts. This vulnerability allows
for the exploitation of any time-based logic in the contract.

**Example:** A contract with time-restricted operations that allows miners to manipulate the block’s timestamp and
bypass conditions.

For **each vulnerability category**, return a **JSON object** with the following structure:

json
"is_vulnerable" true | false,
"justification”: "A concise explanation (1-2 sentences) supporting your decision.”,

"bug_instances™: |

"line": number,

"bug_type": "Short title of the specific bug type”,
"description™: "A brief explanation of what the bug is and why it's a problem.”

Fig. 8. MANDO-LLM Prompt for generating line-level vulnerability detection.
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